DATA PROTECTION POLICY

I. Introduction and presentation
In the meaning of art. 4, para. 7 of the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 (GDPR) AYLYA CONSULT Ltd. is a data controller.
II. Basic information about the COMPANY
1) Company name: AYLYA CONSULT Ltd.
2) Seat and registered address in: Sofia,1142, region Sredets, bul. “Patriarh Eftimiy” No 15, floor 2, ap. 8
3) UIC: 200228155
4) Telephone: 0888363352
5) E-mail: aylya@aylyaconsult.com
6) Web: www.aylyaconsult.com
III. Purpose of the data protection policy
This policy is intended to state the position of the management of AYLYA CONSULT Ltd., hereinafter referred to as Controller (s), with regard to Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 (hereinafter referred to as the Regulation (s). Through this policy, the management ensures that the activities of the Controller are aimed at compliance with the requirements of the Regulation and the Personal Data Protection Act.
The data protection policy sets the framework in which the company will operate in accordance with the requirements and good practices.
IV. Scope of personal data policy
This data protection policy affects the activities of the Controller and its affiliates and their employees. "Dependent" in this policy means that the Controller may require the adoption of this data protection policy either directly or indirectly on the basis of a contract or agreement.

The data protection policy covers the entire processing of personal data.
V. Definitions

In the meaning of the Regulation (Article 4), this Policy uses the following definitions:
1) „personal data“ means any information relating to an identified or identifiable natural person;
2)  „data subject“ is a person who can be identified, directly or indirectly, in particular by an identifier such as a name, identification number, location data, online identifier, or by one or more features specific to the physical, physiological, genetic, mental, economic , cultural or social identity of that individual;
3) „processing“ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;
4) „register of personal data“ means any structured set of personal data access to which is carried out according to certain criteria, whether centralized, decentralized or functionally or geographically distributed;
5) „controller“ means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data;
6) „processor“ means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the Controller;
7) „consent of the data subject“ means any freely given, specific, informed and unambiguous indication of the data subject's wishes, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him;
8) „personal data breach“ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.
VI. Principles relating to processing of personal data (pursuant to Article 5 of the Regulation)
1. Purpose Limitation
1.1 Personal data may only be processed for a purpose that was determined before it was collected. Subsequent changes in the purpose are only possible in limited cases and require justification. 
1.2 Further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 89 (1), not be considered to be incompatible with the initial purposes.
2. Lawfulness, fairness and transparency
2.1 Personal data are processed lawfully, fairly and in a transparent manner 
2.1.1 Lawfully – with identified legal ground.
2.1.2 Fairly – the Controller shall provide the necessary information to the data subjects as far as practicable. This applies regardless of whether the personal data is obtained directly from the data subjects or from other sources.
2.1.3 In a transparent manner– the Controller at any time shall provide summarized, concise and understandable information in an accessible manner.
3. Data minimisation;
3.1 The personal data, which is processed by the Controller, are adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed. 
3.2 Management will ensure that all data collection methods are reviewed on an annual basis to ensure that the data collected remains adequate, relevant and not excessive. 
4. Accuracy
The personal data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay.
5. Storage limitation
The Controller does not allow personal data to be collected in advance and stored for potential future purposes. The Controller stores the processed personal data within the time limits stipulated in the legislation of the country.
6. Integrity and confidentiality
6.1 The personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures;
6.2 Personal data shall be treated as confidential information and appropriate organizational and technical measures shall be implemented to safeguard them in order to prevent unauthorised access, unlawful processing and distribution, also against accidental loss, alteration or destruction. 
7. Accountability
The Controller will demonstrate compliance with data protection principles through the implementation of data protection policies and, where appropriate, by adhering to codes of conduct, implementing appropriate technical and organizational measures, adopting data protection techniques at the design stage and data protection by default, personal data protection impact assessment, personal data breach notification procedure, and more.

VII. Categories of data subjects
In his business activity the Controller interacts with the following categories of data subjects:
1. Representatives of legal persons whose information is publicly available in the registers of the Registry Agency.
2. Natural persons, who are users of the Controller's services or potential ones.
3. Natural persons, who are employed under employment contracts with the Controller or in other contractual relationships.
VIII. Categories of personal data
1. Personal data, including sensitive ones, that are processed by the Controller are
1.1 [bookmark: _Hlk521506734]Names, date and place of birth, PIN, other personal identification number, age, gender.
1.2 Address, telephone number, identity document details.
1.3 Photography, training and qualifications, employment information.
1.4 Marital status, children.
1.5 Data concerning health.
1.6 Financial information (bank details).
1.7 Online ID (IP ID, cookies, MAC address, etc.).
2. Personal data, including sensitive ones that are NOT processed by the Controller are:
2.1 Electronic localization data (GSM location, GPS, etc.);
2.2 Personal data revealing racial or ethnic origin;
2.3 Mental health;
2.4 Political opinions;
2.5 Religious or beliefs;
2.6 Trade union membership;
2.7 Sex life;
IX. Legal ground
1. Consent (from customer, partner, supplier, employee, etc.):
1.1 The Controller maintains data information collected on the subject's consent.
1.2 The Controller shall keep documentation (in paper or electronic form) for the expressed consent for the purpose of proving to the competent authorities.
1.3 The Controller has provided the ability to withdraw consent at any time as easily as is given.
2. Concluding or executing a contract, including employment and civil contracts.
3. Legal obligation or legitimate interest.

The type and extent of data processing should be objectively necessary in the presence of a legal ground.
Personal data may be processed in the presence of legitimate interest of the company.
X. Purposes of data processing
1. Labor relations - for concluding employment and civil contracts;
2. For the purposes of accounting;
3. For commercial and marketing activities;
4. Under contractual relations with counterparties.
XI. Rights of the data subject
1. The Controller shall facilitate a practical opportunity for the exercise of the rights conferred on data subjects by Regulation 2016/679
1.1 The right of access to the personal data, processed by the Controller;
1.2 The right to correct or supplement inaccurate or incomplete personal data;
1.3 The right to delete ("be forgotten") personal data processed illegally or lapsed legal ground (expired consent, fulfillment of the original purpose for which they were collected, etc.);
1.4 The right to restrict processing - in the presence of a legal dispute between the Controller and the data subject until its resolution and / or for the establishment, exercise or defense of legal claims;
1.5 The right to data portability - if processed in an automated manner on the basis of consent or contract. For this purpose, the data is transmitted in a structured, widely used and machine-readable format;
1.6 [bookmark: _GoBack]The right of objection - at any time and on grounds relating to the particular situation of the subject, provided that there are no compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or for the establishment, exercise or defence of legal claims
1.7 the right not to be subject to a fully automated individual decision-making including profiling which has a legal effects on the data subject or similarly significantly affects it
1.8 the right of lodge a complaint with  a supervisory authority

Provision of personal data
The Controller shall ensure that personal data are not disclosed to unauthorized third parties, which includes family members, friends, government bodies, even investigating authorities, if there is reasonable doubt that they are not required in the established manner.
All requests from third parties for the provision of data must be supported by appropriate documentation and all such disclosures must be specifically authorized by the data protection officer.

Outside the organization, the Controller provides data to the following counterparties:
1. Public authorities – National Revenue Agency, National Social Security Institute, National Institute of Statistics
2. Other organizations, which process personal data in accordance with the needs of the business activity:
2.1 Accounting Office
XII. Data transfer
1. The Controller shall treat any export of data from outside the EU to non-EU countries (referred to in the Regulation as "third countries") as illegal, unless there is an adequate level of protection of the fundamental rights of the data subjects.
2. Exceptions: the transfer of personal data to a third country or an international organization is only made under one of the following conditions:
2.1 the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the Controller and another natural or legal person;
2.2 the transfer is necessary for important public interest reasons;
2.3 the transfer is necessary for the establishment, exercise or defense of legal claims;
2.4 the transfer is necessary in order to protect the vital interests of the data subject or other persons where the data subject is physically or legally incapable of giving his or her consent;
2.5 the transfer is carried out by a register which, in accordance with EU or Member State law, is intended to provide information to the public and is accessible for consultation by the public in general or by any person who can demonstrate that it has a legitimate interest in doing so, but only to the extent that the conditions of reference laid down in Union or Member State law are fulfilled in the particular case.
XIII. Storage and distraction of data
1. The Controller shall not store personal data in a form which permits the identification of the entities for a longer period than is necessary for the purposes for which the data were collected.
2. The controller may retain data for longer periods only if the personal data will be processed for archiving, public interest and statistical purposes, and only when appropriate technical and organizational measures are implemented to safeguard rights and freedoms of the data subject.
3. The data destruction procedure adopted by the Controller shall be applied in all cases.
4. Personal data will be securely destroyed in accordance with the principle of ensuring an adequate level of security (Art. 5 (1) (f) of the General Regulation) - including protection against unauthorized or unlawful processing and against accidental loss, destruction or damage, by applying appropriate technical or organizational measures.
XIV. Security measures 
1. The Controller has provided the appropriate technical and organizational security measures for the processed data, detailed in the Register of Data Processing Activities.
2. All employees of the Controller are responsible for ensuring the security of the storage of the data for which they are responsible and which the Controller collects, and that the data is stored securely and is not disclosed in any circumstances to third parties, unless the Controller has granted such rights to that third party by entering into a contract / confidentiality clause.
3. All personal data should be accessible only to those who need it, and access can only be granted in accordance with the established rules for access control.
XV. Data breach notification
1. In case of breach of personal data security, the Controller shall, without undue delay and where practicable, but no later than 72 hours after having heard of it, notify the Commission for Personal data Protection of breach of personal data security as a supervisory authority for the Republic Bulgaria in accordance with Article 55. The notification to the supervisory authority shall contain the reasons for the delay when it is not lodged within 72 hours.
2. The processor shall notify the Controller without undue delay after learning of the personal data breach.
3. When and in so far as it is not possible to provide information at the same time, the information may be submitted in stages without further undue delay.
4. The Controller shall document any personal data breach, including the facts relating to the breach of data security, its consequences and the action taken to address it. This documentation enables the supervisory authority to verify whether Article 33 of the Regulation has been complied.
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